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ABSTRACT

Operating Environments (Operating Systems) are increasingly being built with object-oriented
languages, for with virtual-machine runtime environments implementing the object model of
the language. Adding protection to the traditional properties of the object model (the ability to
protect a method call from an object to another object) can be of great advantage for building
secure operating systems, using the protection property of the object model as the access-
control mechanism of the system. We have used capabilities as the protection mechanism,
implementing this approach into a system of our own, and a commercial system (Microsoft
NET, in the SSCLI version) with promising results.

1. INTRODUCTION: THE OBJECT MODEL, PROTECTION, AND OPERATING
SYSTEMS

Operating Environments (Operating Systems) are increasingly being built with object-oriented
languages. There is aso a tendency to deliver the implementation using a virtual-machine
runtime environment that implements the object model of the language (or a common object
model for many languages). The services offered by the environment (that can be seen as
including services of an Operating System) are constructed upon this basis, usualy in the form
of class libraries. Java and .NET are "commercial" examples of this approach. In general, this
approach can also be used to build more "conventional” operating systems (in the sense of the
abstractions offered).

The object model used (and implemented in the virtual machine) usually has these properties
(taken from our own system [Dia99], but mostly based on the "classic” properties of an object
model from Booch [Boo94]):

Unique object identity (used by references)
Encapsulation (object access only through methods)
Classes (which are also used to derive types)
Multiple inheritance (is-a) relationships
Aggregation (is-part-of) relationships

General association (related-to) relationships
Polymorphism and type checking including run-time checking
Exceptions

Concurrency

Persistence

Distribution



A protection mechanism (access control mechanism) is a security measure in computer systems
that restricts access from a piece of code (subject) to a resource (object). An example is the
well-known Access Control List protection mechanism: variants are used in operating systems
such as Unix.

In terms of OO systems, the subject is an object instance (client object), and the resource is
another object instance (server object). Protection is then expressed as the ability to decide
whether an method call from the client object to the server object should proceed or not.

We think that protection isimportant enough for future systems as to be considered part of the
properties of the object model. Protection should not be realized outside of the core features of
the object model, thus having to be built in an upper layer of the system.

By adding protection to the object model of the system, the environments built upon (operating
systems) can just take it as the basis of the security measures provided in the system. In
particular, object-model protection can be directly used as the protection mechanism (access
control mechanism of the system).

2. USING CAPABILITIESASTHE PROTECTION MECHANISM OF THE OBJECT
MODEL

To implement protection into the object model, a specific protection system should be chosen.
We think capability-based protection is well-suited for these purposes, as it can be smoothly
integrated with the object model.

Pure Capabilities [Den66] are a well-known protection mechanism, that can be used to
implement a comprehensive set of flexible security policies. A capability is basicaly a ticket
which names an object (resource) and a set of permitted operations on that object
(permissions) (Figure 1). The only requirement for an object (subject or client) in order to use
another object (object or server) is to hold a capability pointing to the server object with
adequate permission to use the intended operation. Consequently, an object will hold just the
minimum protection information relevant to it: the rights to just the objects it will use.
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Figure 1. A capability.

Conceptually, the protection information (permissions) can be integrated with object references
in the virtual machine implementing the object model. In order to test whether the method call
from aclient to a server object should proceed, the model must check whether the client object
holds a permission for the method called within the reference to the server object. If the
reference does not hold a permission for the method called in the destination object, the call
fails, and an exception israised (Figure 2).
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Figure 2. Checking permissionsin a capability.

The operation of the system is not affected, but for the incremental property of protection
added to the model. Basically, the creator of an object gets a reference with al the permissions
set (the “owner” can cal al the methods). Just one instruction is added to the abstract
machine: the ability to restrict a permission in areference. This alows to follow the principle of
least privilege. The rest of the system is not affected: references are copied, passed as
arguments, etc. in the usua OO way. However, references now carry permissions, and that is
how privileges are acquired.

Capabilities have some drawbacks, most notably revocation problems, although solutions such
as facades in various incarnations [Mil03] and reference monitors [Lan81] can be added if
needed.

3. BENEFITSOF THE APPROACH

There are a number of benefits of this approach. On the one hand, this helps satisfying the
classica Sdtzer and Schroeder design principles for protection mechanisms [Sal75], in
particular:

Simplicity (Economy of Mechanism). Complicated protection mechanisms that rely
on interaction of many elements are prone to security holes. Here, the protection
mechanism is an integral part of the system, not an afterthought, conceptually simple,
and small enough to be easily verified.

Complete Mediation. The protection mechanism is located at the innermost level of
the system (references of the abstract machine and method calls), being virtualy
impossible to overcome. As al operations are expressed as method calls, al operations
in the system are checked (mediated), so possible security holes are minimized.

Fine granularity of protection (Least Privilege). As seen, individual operations
(methods) can be protected, for any object in the system. So there are no restrictions to
accomplish the principle of least privilege.

There are aso a number of advantages more directly related to capability-based protection
itsdf:

Automatic protection of capabilities. Advantages of both segregated and user
(sparse) capabilities are combined. Tampering of capabilities is not possible as the
virtual machine prohibits this, because only the operations provided by the machine can
be used to handle capahilities. However, capabilities can be flexibly used in normal user
structures (still being used as normal references).



Arbitrarily long permissions. Many systems present capabilities as a fixed string of
bits holding permissions for operations [Tan86]. So only predefined or a fixed number
of operations can be protected. Full object semantics require each and every method of
an object to be protected. Capabilities are presented as a high level abstraction that
hides their interna structure of capabilities, so implementation can be carried the way
that seems most adequate. Hence, permissions can be arbitrarily long, protecting all
operations on an object.

OO uniformity. Protection is integrated into the object model of the system in a
uniform way. There are only minor changes to the object model and to the behaviour of
the system. Only one new instruction is just needed for protection (an instruction to
restrict the permissions on a reference). The protection mechanism is transparent for
the rest of the system. For example, existing applications will work without any
modification exactly as before when applied to existing virtua machines with
capabilities enabled (but, of course, can not take advantage of capabilities without
modifications that use the new support for capabilities).

4. IMPLEMENTATION IN EXPERIMENTAL AND COMMERCIAL SYSTEMS

We have implemented this approach in two systems based on object-oriented abstract
machines.

The first one was our own experimental system Oviedo3 [Dia99]. The performance penalty of
capability-based protection was about 0,265% per protected method calls. As many method
calls are to local objects that are not shared (i.e. all permissions are set in a reference held by
the creator of the object), and thus the call will never be rejected, this case was optimized.

We aso implanted capability-based protection into the SSCLI-Rotor (the RotorCapa systent).
SSCLI-Rotor [Stu03] is Microsoft’s Shared Source implementation of the Common Language
Infrastructure (.NET). Here the performance was at least equal to the stack-introspection
protection mechanism shipped with .NET, and even better depending on the stack size.

5. RELATED WORK

Capabilities as a protection mechanism are amost as old as computers, and many projects have
used this protection mechanism, especialy in the OS area. With the recent spread of security
breaches in commercial Access Control List-based operating systems, there is a renewed
interest in them, as shown in the EROS operating system [Har02], or the JX [Wav03]
operating system.

Capabilities were aso used in object-oriented systems, for example in the Hidden Capabilities
model [Hag96]. They were aso used in OO systems based in Virtual Machines, such as the J
Kernel [Haw98] project for the Java platform, and the already mentioned JX OS. These
projects have in common the use of the basic philosophy of capabilities for protection.
However, our approach differs mainly in how protection is smoothly integrated with the
references and method calls of the object model and with the virtua machine structures and
mechanisms.

! RotorCapa development was supported by Microsoft Research through the RFP Rotor Awards. Home page is at
http://www.di.uniovi.es/~darioalrotorcapal and at the SSCLI Community Site http://rotorcapa.sscli.net/
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