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Abstract

Accessing memory is essential in hardware program+
ming, because the configuration and controlling of the hard-
ware is often done via memory-mapped registers or control
structures in memory. In a programming language like C,
the structure of a register or the memory is mapped to a
st ruct . Inthe JX operating system [ GFW+02] the device
drivers are written in Java, where the type safety forbids a
mapping from objects to untyped memory.

In this paper we present a way to map an untyped mem-
ory to a Java object so that the structure of the memory is
represented by the objects fields. Our bytecode to native-
code trangdator is responsible to redirect accesses and to
ensure the type safety of the code.

1 Introduction

When an operating system isintended for a large appli-
cation domain, the number of supported devicesis, among
other things, criteria for serviceability. Therefore it is
important to encourage developers to create new drivers.
One point in driver development is the communication and
control of the hardware.

Hardware is programmed by the use of registers. Similar
information is often accessed through one register. There-
fore registers are often structured in bit fields and are used
to access several logical valueswith oneread or write cycle.
For easy access to registers they are often mapped into the
memory address space.

Beside registers, modern hardware uses configuration
structures in main memory that is accessed by the hardware
viaDMA (direct memory access).

In order to avoid errors when accessing the data stored
in a command buffer or in a register, a structured data type
isexpedient. Most operating systems, including their device
drivers, are written in C. For a convenient access to the
fields of acommand buffer or to anindividual valuein areg-
ister, a structure can be mapped to the respective memory
area. The benefit of this operation isthat each field or bit of
the control structure can be accessed via an individual

name. When the mapping is correct, access to a specific
field isalso correct, mistakes dueto fal se shift or mask oper-
ations are eliminated.

Java does not provide such a mapping operation,
because Java does not know anything about addresses. Nev-
ertheless, driver development in Java is possible by intro-
ducing additional classes or types that where specially
treated by the compiler or the run time system to handle
untyped memory areas. In consequence a mapping opera-
tion is needed to simplify the driver development. It must be
similar to C to reducethe barrier to port driversto Javaoper-
ating systems. In this paper we present a mapping operation
that redirects accesses to Java objectsto an associated mem-
ory area.

The structure of this paper isasfollows: In the next sec-
tion we give a very short overview of the JX operating sys-
tem and a detailed description of our memory objects, our
abstraction to handle untyped memory in Java. Section 3
describes a ssimple approach of mapping objects with prim-
itive data types to memory objects. In section 4 this
approach is extended to be more flexible by mapping sepa-
rated object fields. The results are presented in section 5.

2 Overview of the JX Operating System

2.1 Domains

The JX operating system [GFW+02] is based on asmall
microkernel which is responsible for system initialization,
CPU context switching, and low-level protection-domain
management. The Java code is organized in components,
which are loaded into domains, verified, and translated to
nativecode. Domains can be seen as completely isolated
JVMs, communicating vialightweight remote method invo-
cation. The microkernel is also represented by a separated
domain which we call DomainZero.

2.2 Portals

The lightweight remote method invocation mechanism
in JX isdoneviaso called portals. A portal can be seenasa



proxy for an object that residesin another domain. An entity
that may be accessed from another domainiscalled service.
A service consists of a normal object, which must imple-
ment aportal interface, and an associated service thread that
performs the service. When a thread invokes a method at a
portal, the calling thread is blocked and execution is contin-
ued in the service thread.

Portals can be exported by user implemented domains
but are also used when communicating with DomainZero.
All services provided by DomainZero are accessed using a
portal to the appropriate service.

Severa portals which are exported by DomainZero are
implemented in an optimized way, we call them fast portals
[WFG+02]. A fast portal invocation lookslike anormal por-
tal invocation but is executed in the caller context (the caller
thread) by using afunction call or even by inlining the code.

2.3 Memory Objects

An operating system needs an abstraction to represent
and control access to untyped memory. We use so called
memory objects to represent memory ranges. Memory
objects are a service of DomainZero and are accessed via
portal invocation. The base address and the size of the mem-
ory area are stored in the corresponding proxy object (see
figure 1). On access the service performs range checks and
returns or modifies the data at the desired position.
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Figure 1. MemoryObject

To eliminate the overhead of portal invocation we
extend our bytecode to nativecode trandator. All calls to
get andset methods of thememory portal aretreated spe-
cially: they are replaced by the machine instructions needed
for memory range checks and theload or storeinstructionto
access the specified memory position. This makes memory
accesses as fast as accesses to Java arrays.

The memory object has still two major disadvantages. It
is slower than a memory access in C, because of the range
check and fault-prone in comparison with typed data struc-
tures.

3 Object Mapping with primitive Types

In JX we use memory objects to represent an area of
memory. Memory objects ook like data containers and can
be used to access individual memory locations using set
and get methods, but thereisno possibility to seethe struc-
ture of the underlying memory. However, the memory that
isrepresented by a memory object is virtually always struc-

tured. For example a memory object holding a command
buffer that is part of alinked list of buffers can be structured
in acommand part and the link pointer to the next command
buffer. A network packet can be structured into aheader and
the payload.

In programming languages like C the structure can be
represented by mappingast r uct ontheuntyped memory.
A similar approach is desirablefor Java; map an object to an
area of memory. In a elementary approach mapping primi-
tive data fields of objects to a continuous memory area
would be adequate. Accesses to the object fields are con-
verted to accesses to the underlying memory (see figure 2).
A mapping function is responsible to map the object layout
to the underlying memory.

object structured memory

class MapExp implements (
MappedObiject {
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short b; #
bytec; &

}
Figure 2: Simple Object Mapping

To distinguish mapped objects from normal ones, the
interface MappedChj ect must be implemented by each
class whose instances should be mapped to a memory
object. Accesses to these objects are identified by the byte-
code to nativecode translator and whenever an access to a
field occursthetranslator inserts code to redirects the access
to the associated memory area.

Since data accesses were redirected, there is no need to
reserve space for the object’s fields in the object layout.
Instead of this a reference to the corresponding memory
object is stored in the object’s data space, so that the com-
piler generated code finds the correct memory area.

To ensure the type safety of Java we have to introduce
additional restrictions to the mapped objects. Our bytecode
verifier ensure that mapped objects are only created by a
special method at memory portal. Mapping of arbitrary val-
ues to reference types can violate the type system, thus
mapped objects can only contain primitive integer types
(byte, short, char, int, long). Thisis checked when creating
amapped object.

Beside the improved readability, accessing memory
with mapped objects has an additional advantage to directly
using the memory object’'sget and set methods. The get
and set methods have to check whether the accessisin the
range of the associated memory area. This check can be
accomplished when mapping an object to a memory area.
Accesses to the object fields can then be directly trandated
to memory accesses without range checks.



4 Object Mapping with Classes

4.1 Classes for Mapped Object Fields

The approach of object mapping with primitive types
has afew shortcomings.
« only primitive types specified by the VM can be used,
unsigned types or different byte order are not supported
« itis not possible to store references or additional values
in a mapped object
« it hasto be ensured, that only primitive types are used

import jx.zero.memory.*;

public class MapExp implements MappedObject {
public MT_Static_32LE a;
public MT_Static_16LE b;
public MT_Static_8 c;
}
Figure 3: Example Class

The problems can be solved by using Java classes
instead of primitive types to describe the structure of a
memory area. Figure 3 shows the example from chapter 3
implemented with special classes for different types of
mapped fields. The object field a is of the type
MI_Static_32LE. Thistypeis used to describe a 32 hit
little endian object field in the memory area which is the
equal to the primitive type i nt in the first example. For
every data size and different byte order an extra class is
introduced. All this classes are derived from the class
j X. zer 0. menor y. MI where MT standsfor memory type.

MT_Dynamic
MT_Static 8

Figure 4: The Hirachie of Memory Types
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All classes for fields with a fixed offset inside of the
memory area are derived from the subclass MI'_St at i c.
Thefield offset is given by the position and size of thefields
in the memory-mapped class. The field a in the example
(figure 3) has an offset of 0, thefield b has an offset of 4 and
thefield ¢ hasan offset of 6. All object fieldswith atype not
derived from MT_St at i ¢ are ignored by the offset calcu-
lation. We will call object fields with a type derived form
MI_St at i ¢ statically mapped object fields or smply stat-
ically mapped fields.

Besides static calculated offsets, it is aso possible to
map fieldswith afree adjustabl e offset. The offset isdefined

at run time during the map operation. Classes for adjustable
object fields are derived from the class MI_Dynani c.

4.2 Object Layout

The object layout of amapped object is changed to store
extrainformation about the memory area (figure 5).
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Figure5: Object Layout of Mapped Object

A field with the name <MenPr oxy > isadded to storean
object reference to the memory proxy. This reference is
needed to protect the memory object from garbage collec-
tion. A second field called <MenBase> is added to contain
the base address for al statically mapped fields. Further-
more, al object fieldswith typesderived fromMI_St ati ¢
areremoved. Primitive typesand normal references are han-
dled as usual. Therefore it is possible to include references
to other objects or store additional values in a mapped
object.

4.3 Object Creation

The modifications of the object’s layout were similar to
the modifications mentioned in section 3 but instead of cre-
ating an object with specia layout, the translator modifies
the class description. As consequence memory-mapped
objects are created like normal objects.

But thereis still a problem, when the object is created it
is not yet mapped to a memory area. Therefore accesses to
MT typed fields can not be allowed. To omit extra checkson
field accesses, we extend the constructor so that the extra
fields were initialized with reasonable data. The memory
proxy reference of anewly created object is set to zero and
the base address for static mapped fields are set to an extra
memory space alocated in the static area of the class. This
kind of initialization makes the object full functional from
the beginning and no extra checks are needed.

4.4 Memory Mapping

The objects are mapped by the napChj ect method of
a memory object. The memory object is a service of the
DomainZero and has therefore the privilege rights.

The expected parameter type for the mapQbj ect
method is checked by the Java compiler and verified by the
bytecode verifier. Therefore only objects of the type
MappedChj ect can be mapped. The nmapoj ect



method has to perform an additional test whether the refer-
enceis zero or not and can then perform the range check. If
the checks are successful, the reference to the memory
proxy and the base address of the untyped memory is stored
in the object’s fields (see figure 5).

4.5 Field Access

Read accesses to fields of a mapped object are treated
differently by the JX trandator if the field's type is a sub-
class of M.

Write accesses to this fields are completely removed by
thetranglator, thus, only the mapObject method of the mem-
ory object can adjust the reference to amemory field.

Is a statical mapped field used as a reference to invoke
the get or set method then the translator inserts code to
compute the destination address in the memory area associ-
ated with the mapped object and the call to the method is
replaced by the machine instructions needed to access the
memory area. The destination address is computed relative
to the base address. The offset of statically mapped object
fields is known at compile time, the offset of dynamically
mapped fields was determined by the mapping operation.

Is astatical mapped field used for other purposes where
areal object reference is needed, for example when the ref-
erence is stored in another object field, the compiler inserts
code to create a wrapper object.

4.6 Automatic Wrapping of Memory References

For wrapping a memory reference there are real class
implementations for al types derived form
j X. zer 0. menory. MI. Figure 6 shows the implementa
tion for the class MI_St ati c_32LE. All these classes
have one private field sel f, for accessing the represented
memory. Furthermore they implement the
MappedQoj ect interface and therefore they are again
mapped objects.

package jx.zero.memory;

final public class MT_Static_32LE extends MT_Static {
private MT_Static_32LE self;

public int get() { return self.get(); }
public void set(int i) { self.set(i); }
o

}

Figure6: TheClassMI_St ati c_32LE

The code, generated for wrapping, copies the additional
field <MenPr oxy> from the original mapped object and
fills the <MenBase> field with the address of the wrapped
memory reference. Accessesto thesel f field are handled
in the way as described in section 4.5. Therefore the get

and set methods of the wrapping objects can delegate the
invocationto the sel f reference.

Memory mem = memoryManager.alloc(16);
MappedExample m = new MappedExample
m = (MappedExample) mem.mapObject(m);

[* ... start timer ...*/

for (int i=0; i<ntries; i++) {
mem.set32(0,42);
mem.set32(4,43);
mem.set32(8,44);
mem.set32(12,45);

}

/* ... end timer ... */

[* ... start timer ... */

for(int i=0; i<ntries; i++) {
m.a.set(42);
m.b.set(43);
m.c.set(44);
m.d.set(45);

}

/*...end timer ... */

Figure 7: Micro Benchmark for Field Access

5 Discussion

Object mapping reduces the number of range checks,
this should result in a speedup and reduction of code size.
We created a small micro benchmark to measure the time
needed to access the memory with mapped objects and
compare the result with the time needed for accessing the
same memory via the memory object. Figure 7 shows the
micro benchmark for write accesses. We executed the
benchmarks on a Pentium 4 based PC with 2200 MHz and
the time was measured by reading the time stamp counter of
the CPU.

Table 1 shows the time needed for 10000 write and read
operations. With the mirco benchmarks a relative speedup
of 8% for writes and 33% for reads can be shown. The aver-
age time needed for awrite operation is 3,2 nanoseconds or
7.04 clock ticks at 2200 MHz clock speed.

mapped memory absolute | relative

object object speedup | speedup

10k writes 32 s 35us 3us 8%

10k reads 18 us 27 us 9 us 33%
1 write 3.2ns 35ns 0.3ns
1 read 1.8ns 2.7ns 0.9ns

Table 1: Results of Field Access Benchmark

The runtime overhead for object mapping is also impor-
tant to decide whether object mapping is useful for perfor-



mance improvement or not. We measured the time for
object mapping without and with object creation. The map-
ping of 10000 objects needed 286 microseconds or 28.6
nanoseconds per mapping (Table 2). This leads to the con-

mapped object
10k mapping 286 us
10k create & map 1770 ps

Table 2: Result of Mapping Benchmark

clusion that memory mapping can only improve the perfor-
mance of memory access when at |east 96 write accesses or
32 read accesses per mapping occur.

The mirco benchmarks confirm that the reduction of
range checks considerably improve the performance of a
single memory access. But the absol ute time saved israther
small and may therefore be irrelevant for the overall perfor-
mance. The performance of adriver is stronger affected by
the overall driver design. The powerful technique of object
mapping can improve the design of device driversin away
the micro benchmarks cannot show. Driver developers often
wrap the memory objectsinto task-oriented classesthat pro-
vides methods for structured access to the memory. These
methods just delegate the calls to a memory object. This
kind of abstraction layer can be replaced by memory-
mapped objects and therefore improve the performance.

6 Related Work

Driver development and access to untyped memory in
Javais not a width topic of research. The Plurix operating
system uses the Java language for operating system devel-
opment. But they have no support for Java bytecode and, to
our knowledge, they do not have a technique to structure
untyped memory. JaOS [Rea03] has alayered driver design
where the memory access is done in a different language.

The auto wrapping mechanism in section 4.6 is compa:
rable to auto boxing of primitive types, which is most
recently introduced to Java 1.5 on the language level. On the
bytecode level an extension for boxing is proposed by Shiv-
ers [Shig6] and implemented by Yutaka [YKY00]. Both of
them where motivated by compiling dynamic languages
like Scheme, Lisp, Dylan or Smalltalk to the VM.

The modified object layout for mapped objectsissimilar
to object inlining. The most well-known work on object
inlining is done by Dolby and Chien [DCO0] and an
improved and Javarelated work is done by Laud [Lau01] or
Lhoték and Hendren [LHO2]. They analyse class definitions
to detect, whether some child object could be stored
together with their parent. In this case the reference from the
parent object to the child object will be replaced with the
actual data of the child object. We inline al reference to

classes of the type MT in memory-mapped objects but we
are changing the semantic of store operations.

7 Conclusion

In this paper we describe a flexible solution to map an
object to an untyped and unstructured memory inside of a
Javaoperating system. Our intention isto improvethe driver
development with regard to robustness and performance.

A few mirco benchmarks show that object mapping can
improve the performance of single memory accesses. But
only area driver implementation can show if object map-
ping leads to an improved driver performance and a more
robust driver devel opment.
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