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1. Introduction
Embedded hypervisors

Motivation: Mixed Criticality

» Driven by consolidation of physical
hardware units [1]

SMP is everywhere

Reduction of physical control units

» System of systems on a chip
> Increasing complexity

» Scalability
> Maintainability

» Consolidation of multiple software
stacks requires safe isolation

i ey Evet O
Mt yieion, Alertness R hm Nose  Cabin  Entertainment
Monitoring Aum mmmm Suppression Environment System
Windshield | VOO | AR ¢ pisibi
Wiper Cantrol Accident) sateery
leav Interior
Recorder 5 Volce/Data e Management
Lenting /' commun cat\m\s
Atbog  Engine mmmm
Deployment _ Contrsl  Parental Cmsm et
Controls Electronic
Adaptive Front \ Toll Collection
Lightir
ighting - Digital Turn Signals
Adaptive Cruise —— Navigation
Control
tem
e — L S Syst
Autematic
Security System

Braking

skattc /
Power Steer ing
e mm.ﬁon ;ubﬁ;;‘
Contro
stop/siart [ | 1 e control

\ Active Exhaust
Nmse Suppression
Amvs Suspension
HilkHold

Control

Electronic Seat Position
vmnun xey\m Pam r\mmmmc
e ol Comtrs] tihs Braking
iming
Cylinder Blindspat e btk
De-activation  Detection  Warning Yow Monitoring

Separate Automotive Control Units
Image © CVEL

Ralf Ramsauer Statische Hardwarepartitionierung 2. Marz 2018 2/13



- OSTBAYERISCHE
J | — TECHNISCHE HOCHSCHULE
REGENSBURG

2. HV-based solutions
SIL2LinuxMP

computes output
checks output
Non safety-critical High-performant,
oo High- output [\ eetd Sofware Safety Software
D%, performance — Safety Linuxkemel
Software Check SW
COTS hardware high- Hypervlsor
integrity HW COTS hardware
Assumptions/Drawbacks: Assumptions/Drawbacks:
= Needs decomposition of safety of complex = Hypervisor & HW guarantees isolation
functionto a simple checking on lower = Safety SWwithout underlying 0S
performance high-integrity HW = If needed, scheduling, multithreading & file

= Checking must detect subtle errors from HW
and OS of high-performance computation.

systemisimplemented in safety SW

Software Safety Software
Linux kernel
COTS hardware
Assumptmnlerawbacks

Non safety-critical

High-performant,

Linux kernel provides sufficient isolation
Safety SW uses Linux scheduling, multi
threading, file system etc.

Parts of Linux kernel and HW functionality
must be qualified.

Is Linux Kernel Development Good Enough to Make Your Life Depend on It?

Image © Lukas Bulwahn
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Main Architecture Decisions: SIL 2 base—syster ]
- Safety-critical and non-safety critical applications run on | R s
the same kernel Y ol nlo o
- Isolation s achieved with: BRI —
- CPUshielding 2 — A —H{
- use of dedicated cores and memory regions (busyboy) é'{[ﬂ‘“”""]:: é:{[’lh ]j: . ;
- Unintended behavior of safety-critical applications is @i ) it [secomp] il [m] I
limited with seccomp ; T T
- System and applications are monitored with an application (cPuo) |/ [cp e 1] if |/ [cpu2] , (cpus)
on a dedicated core : | I [ :
~ Safety'critical applications use glibc | Rambank0...n | |Rambankn+l...m| |Rambankm+|,“l | |Rambank1+l.,,k |

SIL2LinuxMP High-Level Architecture

Image © Nicholas McGuire
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Hardware Partitioning

HUE>D 1]

» Quest-V [2]

Sandbox 1 Sandbox 2 Sandbox M

> Allows direct I/O access e e T
/ i | Apps | ! : | Apps | | < Migraion = | | Apps | i
» Rich set of device drivers (0OS + VMM) I i ' ] |
| Kemel 1! Kernel | | Kemel |
> Virtualisation only for isolation ! ! I ! !

I I I

on on ®@OO)| @)
» Communication: Shared memory + IPI | ) ! | |
. . | Attachable Shared Memory (Message Channel) Region '
> Only trap on violations | | T
' Shared Drlvers . | | Private Drivers ||
» Traditional boot sequence I I - I
[ Monitor |, || Monitor |, [ Monitor |,

PikeOS [3] =

» XtratuM [4], LTZvisor [5],

Quest-V overview
Images © Rich West
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2. HV-based solutions
Hardware Partitioning

Hypervisor-assisted solutions

> Quest-V [2]
» PikeOS [3]

> Allows direct I/O access

» Paravirtualisation, hardware-assisted
virtualisation

> Time or Event triggered scheduling
» XtratuM [4], LTZvisor [5],

- Volume System
Provider Partition
Pike0s Parvrusizes
(Native, POBIX, PiKeOS Native
ARINC683, ...) an Al!d'uld llll\m-ln&vid

User Space /
Partitions

PikeOS System Software

Kemel Space /
Hypervisor Architecture
Support Package

Custom Haruwaw

Conventional RTOS
PikeOS
R W n |
Time slice Time slice Time slice

Real-time B Non real-time

PikeOS architecture
Images © SYSGO AG

Ralf Ramsauer

Statische Hardwarepartitionierung

2. Marz 2018 5/13



= OSTBAYERISCHE 3. Jallhouse
) | — TECHNISCHE HOCHSCHULE
REGENSBURG

Jailhouse

Yet another hypervisor?
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Jailhouse [6], an Exohypervisor

» Minimalist hypervisor skeleton
(cf. Exokernel approach [7])

» Offload uncritical work to Linux
» System boot and initialisation

> Partition »cell« management
» Control and monitoring
» Deferred VMM activation
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Jailhouse [6], an Exohypervisor

» Minimalist hypervisor skeleton
(cf. Exokernel approach [7])

» Offload uncritical work to Linux
» System boot and initialisation

Linux non-root
(root cell) cell

> Partition »cell« management
» Control and monitoring
» Deferred VMM activation

Core 1 H Core 2 H Core 3 H Core 4

Device A H Device B H Device C H Device D

2. Partitioning phase
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Jailhouse [6], an Exohypervisor

» Minimalist hypervisor skeleton
(cf. Exokernel approach [7]) T
- . inux
» Offload uncritical work to Linux (root cell)
» System boot and initialisation
> Partition »cell« management non-root
» Control and monitoring cell
> Deferred VMM activation RTOS
Core 1 H Core 2 H Core 3 Core 4
Device A H Device B H Device C } Device D

3. Operational phase
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Jailhouse [6], an Exohypervisor

» Minimalist hypervisor skeleton
(cf. Exokernel approach [7])

» Offload uncritical work to Linux
» System boot and initialisation

> Partition »cell« management
» Control and monitoring
> Deferred VMM activation

Core 1 I Core 2 I Core 3 I Core 4

Device A I Device B I Device C I Device D

(Dev: Destroy cells)
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Jailhouse [6], an Exohypervisor

» Minimalist hypervisor skeleton 1
(cf. Exokernel approach [7])

» Offload uncritical work to Linux
» System boot and initialisation

> Partition »cell« management
» Control and monitoring
> Deferred VMM activation

(Dev: Disable hypervisor)

Ralf Ramsauer Statische Hardwarepartitionierung 2. Marz 2018 7/13



- 3. Jailhouse
O | |—| TECRINISCHE HOCHSCHULE i J
REGENSBURG What makes Jallhouse different?

Jailhouse [6], an Exohypervisor

» Minimalist hypervisor skeleton
(cf. Exokernel approach [7])

» Offload uncritical work to Linux
» System boot and initialisation

> Partition »cell« management
» Control and monitoring
> Deferred VMM activation

Core 1 Core 2 Core 3 Core 4

1. Boot phase

Ralf Ramsauer Statische Hardwarepartitionierung 2. Marz 2018 7/13



= OSTBAYERISCHE 3. Jailhouse
O | |—| TECHNISCHE HOCHSCHULE . .
REGENSBURS What makes Jailhouse different?

Jailhouse [6], an Exohypervisor

» Minimalist hypervisor skeleton
(cf. Exokernel approach [7])
» Offload uncritical work to Linux
» System boot and initialisation
> Partition »cell« management
» Control and monitoring
> Deferred VMM activation
> Prefer simplicity over features
> Partition booted system
instead of booting Linux
> Resource access control
instead of resource virtualisation

» 1:1 static resource assignment
instead of scheduling
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Small code-base and tiny impact

» ~ 7kLoC on armv7
> Simplifies certification efforts

> Suitable basis for formal verification
» Try to hide (reduce traps), but don’t hide existence
» #Partitions < #CPUs, sufficient for many real-world use cases
» = Maintain real-time capabilities by design
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Example use cases
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Timed

‘A' \)-4, ‘A, Event Loop

Jailhouse Hypervisor

Core 0 Core 1 Core 2 Core 3

Devices Timer UART

No VM Exits! (x86)
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Core 0 Core 1 Core 2 Core 3

Delices
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Burn-in test

» Typical mixed-criticality scenario
» Linux/RTOS as common use case

» uncritical: computer vision task, video
streaming

» critical: flight control (hardware and software)
» Legacy software stack
» Jailhouse support out of the box
» Only board support
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Burn-in test ARDUPHOT éﬁ

» Typical mixed-criticality scenario
> Linux/RTOS as common use case
» uncritical: computer vision task, video *
streaming

» critical: flight control (hardware and software) [ Jailhouse ]
» Legacy software stack GPIO @

» Jailhouse support out of the box SPI 0 [IZC 0] (IZC-IJ (SPI-l)

» Only board support
CPUL | CPUZ CPU3
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Conclusion

> Solid testament for implementing
real-time safety critical systems with
Jailhouse

» Jailhouse as platform or playground for
other academic approaches

» Hardware/Software codesign towards
zero traps
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Future Work
. > L T : ing!
Cora e Linux mainline integration (Ongoing!)

» Safety certification (Ongoing!)
> Solid testament for implementing
real-time safety critical systems with
Jailhouse
» Jailhouse as platform or playground for
other academic approaches

» Make Jailhouse Linux agnostic
(WIP by TI)

» Sound quantification of hypervisor
influence (there are certain traps)

» Consider extending jailhouse for

» Hardware/Software codesign towards heterogeneous architectures
zero traps > +GPU
> +FPGA
> +PRU
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Thank you!

https://github.com/siemens/jailhouse
<jailhouse-dev@googlegroups.com>

<ralf.ramsauer@othr.de>, <jan.kiszka@siemens.com>
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AAIA

Timed
Event Loop

Core 0

Core 1

Core 2

Core 3

.

] ]
] | ]

Devices

4
raw inmate: timed event loop (GIC demo)

cyclic timer interrupt, measure jitter

» $ modprobe jailhouse

$ jailhouse enable tkl.cell

$ jailhouse cell create tkl-demo.cell

$ jailhouse cell load tkl-demo gic-demo.bin
$ jailhouse cell start tkl-demo

v

vV v VY

Ralf Ramsauer
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raw inmate: timed event loop (GIC demo)

Initializing Jailhouse hypervisor v0.7 (26-9918bec06) on CPU 1
Code location: ©xf0000040

| e

¥6) ¥e) 0 et e
. Initializing processors:

CPU 1... OK

Timed CPU 2... OK

Event Loop CPU 0... 0K

CPU 3... OK

Activating hypervisor

Created cell "jetson-tkl-demo"

1 1 Page pool usage after cell creation: mem 82/16107, remap 69/131072
Cell "jetson-tkl-demo" can be loaded

Started cell "jetson-tkl-demo"

Initializing the GIC...

Initializing the timer...

Timer fired, jitter: 3083 ns, min: 3083 ns, max: 3083 ns
Timer fired, jitter: 2333 ns, min: 2333 ns, max: 3083 ns
Timer fired, jitter: 2416 ns, min: 2333 ns, max: 3083 ns
Timer fired, jitter: 3916 ns, min: 2333 ns, max: 3916 ns
Timer fired, jitter: 3749 ns, min: 2333 ns, max: 3916 ns
Timer fired, jitter: 3499 ns, min: 2333 ns, max: 3916 ns
[loool

Core 0 Core 1 Core 2 Core 3

Devices

Ralf Ramsauer Statische Hardwarepartitionierung 2. Marz 2018 2/1



- OSTBAYERISCHE
) | — TECHNISCHE HOCHSCHULE
REGENSBURG

4
raw inmate: timed event loop (GIC demo)

» $ jailhouse cell destroy tkl-demo
» $ jailhouse disable

Timed
Event Loop

[...]
Timer fired, jitter: 3416 ns, min: 2166 ns, max: 3916

— Timer fired, jitter: 3499 ns, min: 2166 ns, max: 3916
Core 0 Core 1 Core 2 Core 3 Timer fired, jitter: 3499 ns, min: 2166 ns, max: 3916
= Closing cell "jetson-tkl-demo"
Y VY Shutting down hypervisor
BN Releasing CPU 2
Releasing CPU 0

Releasing CPU 1
Releasing CPU 3
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