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WebAssembly and SGX Resource Accounting Trusted Execution Platform Evaluation

Computation Offloading

Idea: Move computations to remote party
Gain additional computation power
More flexible resource usage

Some use cases:
Cloud applications
Volunteer computing

ComputationComputation

ComputationComputation
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WebAssembly and SGX Resource Accounting Trusted Execution Platform Evaluation

Drawbacks

Problem: Loss of control

Remote party can
access (sensitive) data
interfere with execution

⇒ Suboptimal solutions
Sensitive data not moved to cloud
Volunteer computing workloads computed multiple times

Better: Trusted execution
Relies on hardware support
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Drawbacks

Problem: No control over resource
accounting

Billing in the cloud
Cloud provider can “overbill”

Leaderboards in volunteer computing
Volunteers cheat to get better ranking
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Our Goals

Execution platform for computation offloading
Execution and data protected from host system
Host system isolated from malicious programs

Resource accounting
Not forgeable
Independent of platform
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WebAssembly and SGX

Resource Accounting

Trusted Execution Platform

Evaluation
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WebAssembly

Goal: Fast, isolated code execution in browser

Mozilla: asm.js
JavaScript subset with better performance
Transcompile regular programs

Google: PNaCl
Native code in sandbox

Combine both⇒WebAssembly (WASM)
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WebAssembly

48 65 6c 6c 
6f 20 77 6f 
72 6c 64 21

Text (.wat)

Binary (.wasm)

JavaScript Engine

Compiler

Native
Code

SandboxSandbox
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WebAssembly

48 65 6c 6c 
6f 20 77 6f 
72 6c 64 21

Text (.wat)

Binary (.wasm)

JavaScript Engine

Compiler

Native
Code

C/C++ Code

Transcompile

SandboxSandbox
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WebAssembly

Polyglot
C/C++, Rust, Go, ...

Platform independent

Sandboxed execution

“Near native” speed

Trusted Execution Platform
XHost isolation
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Intel SGX

Instruction set extension for Intel CPUs
Introduced in Skylake (2015)

Parts of applications run inside enclaves
Encrypted
Integrity protected
Remote attestation
– Verify that applications runs correctly in

enclave

Trusted Execution Platform
XData not visible
XProtection against interference with execution
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CPU Accounting

Accounting usually reliant on time
E.g. vCPU/h

Problem: No accurate trusted time in enclave

Solution: Accounting based on executed instructions
Instrument application code to count instructions
Based on (platform independent) WASM instructions
Utilize text representation
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Original approach
Based on basic blocks
– No if, loop, return, ...

Counter incremented at end of block

get_global 12

set_local 3

i32.lt_s
<Increment counter by 3>
i f ( r e s u l t i 3 2 )

get_local 0

i32.load offset=4
<Increment counter by 2>

e l s e
get_local 4

i32.const 255
i32.and

<Increment counter by 3>
end
tee_local 4

get_local 1
<Increment counter by 2>
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Optimised approach
Consider only possible counter values
Based on possible control flows

Further optimisation
Identify loop iterators with constant increment
Compare iterator before and after loop to
calculate iterarions
Increment counter once

get_global 12

set_local 3

i32.lt_s

i f ( r e s u l t i 3 2 )
get_local 0

i32.load offset=4

e l s e
get_local 4

i32.const 255
i32.and

<Increment counter by 1>
end
tee_local 4

get_local 1
<Increment counter by 7>
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Other Resources

Memory
WASM memory as contiguous blocks
Easy to determine size

File and network I/O
Platform provides functions to WASM
Modify functions to measure I/O volume

Instrumentation
XPlatform independent
? Non-forgeable
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Instrumentation

Accounting needs to be
trusted by all parties

⇒ Instrumentation inside
enclave!

Transmission

Transform to Binary

Transform to Text
48 65 6C 6C 
6F 20 77 6F 
72 6C 64 21

Workload Binary

Workload Provider Client Enclave

get_local 0
i32.load
tee_local 1
i32.const 8

48 65 6C 6C 
6F 20 77 6F 
72 6C 64 21

Workload Binary
Workload

 Text

get_local 0
get_global 3
i64.const 10
i64.add

Instrumented
 Text

48 65 6C 6C 
2A BA 90 3E 
FA 21 61 95

Instrumentation

Instrumented
 Binary

Instrumentation
XPlatform independent
XNon-forgeable
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Two-sided Sandbox

Protection of both host and
offloaded code

Host by sandbox
Code by SGX

“Intermediate layer” protected by
both

Code management
Resource accounting

SGX

WASM Sandbox

O

Host

O

Host

O

Offloaded Code
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Evaluation Goal & Setup

How performant is WebAssembly?
What overhead is introduced by

trusted execution (SGX)?
resource accounting?

SGX protected JS-engine
Google’s V8

Machine:
Intel(R) Xeon(R) CPU E3-1230 v5 @ 3.40GHz
32GB memory
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WASM Performance

PolyBench
Baseline:
Native execution
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WASM (V8)

WASM Performance
Depends on application but overall comparable to native speed
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SGX and Instrumentation

3 volunteer
computing projects
Baseline:
WASM
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WASM-SGX WASM (Instrumented)

WASM (Instrumented-Optimised) WASM-SGX (Instrumented)

Performance Impact
SGX: ≤ 5% overhead
Instrumentation: ≤ 10% overhead
Overall: ≤ 12% overhead
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Conclusion

Trusted Execution Platform
Application and host protected with SGX and WebAssembly
Good performance with WASM and SGX

Resource accounting
Platform independent with byte-code instrumentation
Trusted by host and application provider
Low performance impact

In progress
Use cases: Serverless cloud, execution-as-payment
Standalone WASM execution environments
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