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There is a consensus among many researchers that the research areas of the
dependability/safety research community and the one of the security research
community overlap or are even basically the same (c.f. e.g., Avižienis et al.
[1]). Two elements of the classic CIA-triad (confidentiality, integrity, and
availability) can also be found as unique dependability attributes (but with
slightly different definitions.) However, and even most researchers complain
about this, both communities are split and use different terms, approaches,
and models.

There exist numerous approaches to find a joint understanding and to
integrate security and dependability. One that is in our opinion quite inte-
resting is the approach by Jonsson and Olovsson [2]. In this publication, we
propose a formalization of their approach on the base of automata.

We focus on the behavioral interaction of the system with its environ-
ment. Jonsson and Olovsson’s concept of users, who intend to use the service
as specified, non-users, who are not authorized and may attack the system,
and the environment, which may induce faults into the system, is represen-
ted by constraints to the input of the automata. The traces of the automata
represent the behavior of the system. We discuss interpretations of the pro-
perties reliability, availability, and confidentiality, as well as the concept of
weakness/fault under our model.
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