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Network Coding Basics

Concept based in Information Theory:

Domain Shift of Data

Physical Domain

o 1011101100

==k 0111001101

P oii01i1iee
1000001

Immutable Bits
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Network Coding Basics

Concept based in Information Theory:

Domain Shift of Data

Physical Domain Algebraic Domain
< 1011101100 11001010
=l 0111001101 — - [ =
J 0110111317C IX"+1X64+0X5+0X>
, 1000001 +1X3+0X2+1X+0
Immutable Bits — Equations over Finite Field

e.g. x e GF(2"8) £ 1 Byte
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Network Coding Basics

Concept based in Information Theory:

Domain Shift of Data

Physical Domain Algebraic Domain
< 1011101100 11001010
=l 0111001101 — [ =
J 0110111317C IX"+1X64+0X5+0X>
1000001 +1Xx3+0x2+1Xx+0
Immutable Bits — Equations over Finite Field

e.g. x e GF(2"8) £ 1 Byte

Allow calculations on packets
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Network Coding Basics

Inter-stream /\ Intra-stream

Scheduling Alternative Forward Error Correction (FEC)
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Network Coding Basics

Inter-stream A\* Intra-stream

Scheduling Alternative Forward Error Correction (FEC)
l=[A - B2
3
bitwise XOR

Butterfly Network

Multi-Commaodity Flow
for Multicast
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Network Coding Basics

Inter-stream /\ Intra-stream

Scheduling Alternative Forward Error Correction (FEC)
) 2*P1 + 3*P
Send linear >
combinations | 5*P1 +2*P y
of packets 1%P1 + 7P q
P ACK g

* Tradtional ARQ:
original packets

needed

Butterfly Network e FEC:
e any g received packets sufficient
Multi-Commaodity Flow

for Multicast - Less Feedback

— Qvercome Packet Loss
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Network Coding Basics

Inter-stream R

Intra-stream

Scheduling Alternative Forward Error Correction (FEC)
) 2*P1 + 3*P
Send linear >
combinations | 5*P1 +2*P y
of packets 1%P1 + 7P q
P ACK g

* Tradtional ARQ:
original packets

needed

Butterfly Network e FEC:
e any g received packets sufficient
Multi-Commaodity Flow

for Multicast - Less Feedback

— Qvercome Packet Loss
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Intra-stream
Forward Error Correction (FEC)

q1 = a11p1 + Qi2p2 + Qi3ps

g2 = 211 + Qia2Pp2 + e3ps3
encode

g3 = a31p1 + azap2 + a33ps

1 = Q41P1 + 2Pz + Quusps

m

Lost

D3

P2

T

AT
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Intra-stream
Forward Error Correction (FEC)

q1 = a11p1 + Qi2p2 + Qi3ps

o decode 7 [
- g3 = 31P1 + a32p2 + Q33Ps3 _ _ s -
generation size g redundancy r
(here 3) (here 1/3 = 0.33)

N\

Codec Parameterization
RLNC (g,r)

AT
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Intra-stream
Forward Error Correction (FEC)

link PLR

q1 = a11p1 + Qi2p2 + Qi3ps

o decode 7 [
- g3 = 31P1 + a32p2 + Q33Ps3 _ _ s -
generation size g redundancy r
(here 3) (here 1/3 = 0.33)

N\

Codec Parameterization
RLNC (g,r)

AT
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Intra-stream
Forward Error Correction (FEC)

link PLR

q1 = a11p1 + Qi2p2 + Qi3ps _

s, o o oo r l E gEREE
encod » decode 7 [
q3 = a31P1 + Q32p2 + 33pP3 _ _ s -
@IM + auape + a43p3:_>

~———"

generation size g redundancy r _ .

(here 3) (here 1/3 = 0.33) decoding condition:

rank = g

\ / (here 3 = 3)

Codec Parameterization
RLNC (g,r)

N
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Intra-stream
Forward Error Correction (FEC)

link PLR
N

m _ decode P2

D3

q1 = a11p1 + Qi2p2 + Qi3ps _
I g2 = 211 + Qia2Pp2 + e3ps3 _
g3 = a31p1 + azap2 + a33ps _

N

generation size ¢ redundancy r _ L

(here 3) (here 1/3 = 0.33) decoding condition:
rank = g

(here 3 = 3)
\ (packets linear independent
with high probability)

Codec Parameterization
RLNC (g,r)

ﬂ‘
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Example: H264 video streaming over lossy link
PLR 5% (Bernoulli)

g —ly-

Uncoded Systematic RLNC Systematic RLNC
g=8, r=0.25 g=8, r=0.50

o
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Example: H264 video streaming over lossy link
PLR 5% (Bernoulli)

Uncoded Systematic RLNC Systematic RLNC
g=8, r=0.25 g=8, r=0.50

s -
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Example: H264 video streaming over lossy link
PLR 5% (Bernoulli)

Uncoded Systematic RLNC Systematic RLNC
g=8, r=0.25 g=8, r=0.50
1.0
0.8 1
s 0.6 -
n
wn
0.4 1
—— Uncoded
0.2 1 —— SysRLNC_g8 r0.25
—— SysRLNC g8 r0.50
O-O 1 1 1 1 1 1 1
0 50 100 150 200 250 300 350 400

Frame #

o
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Coding Throughput & Processing Power
Bottleneck?

Kodo Systematic RLNC Benchmark
Nuvo-5006E-PoE Router (i7-6700TE @ 2.4GHz)

1,400
1,300 ? —— Encoder

1,200 —— Decoder
1,100
1,000
900 %
800
700
600
500 T
400
300 =
200
100 _
0

Coding Goodput in MB/s

NeliNe) N AN = = o0 GO
— — | ™ NeliNe}

2
2
256
256

Generationsgrofle g
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Coding Throughput & Processing Power
Bottleneck?

Kodo Systematic RLNC Benchmark
Nuvo-5006E-PoE Router (i7-6700TE @ 2.4GHz)

1,400
1,300 /=
1,200 ?
1,100 | |

1,000
900 \
800
700
600
500 Te
400
300 =
200

100 —_
0

\ EnCOder —— Encoder

Decoder — Decoder

Coding Goodput in MB/s

NeliNe) N AN = = o0 GO
— — | ™ NeliNe}

2
2
256
256

Generationsgrofle g
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Coding Throughput & Processing Power

Nuvo-5006E-PoE Router (i7-6700TE @ 2.4GHz)

1,400
1,300
1,200
1,100
1,000
900
800
700
600
500
400
300
200
100

0

Coding Goodput in MB/s

Bottleneck?

Kodo Systematic RLNC Benchmark

/?

\\ Encoder

Decoder

—— Encoder
—— Decoder

NeliNe) N AN = = o0 GO O O
— — | ™ NeliNe) ™ AN 1O O
— — AN AN

Generationsgrofle g
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Coding Throughput & Processing Power '

Bottleneck? .
coding

throughput

Kodo Systematic RLNC Benchmark is not the
Nuvo-5006E-PoE Router (i7-6700TE @ 2.4GHz) main problem

1400
1300 | /= o ENCOCEr — Encoder

%:%88 | \]Decoder —— Decoder
1,000 | |
900

800

700

600

500

400

300

200

100

0

Coding Goodput in MB/s

16
16
32

N
(A

Generationsgrofle g
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The main challenge:
Integration & Compatibility
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The main challenge:
Integration & Compatibility

[spacelink.us]
[nasé.g(;v]

Your everyday Wi-Fi devices

Specific devices / networks:
(IEEE 802.11 Standard):

- Satellite Communication

- Smartphones - Wireless Sensor Networks

- Tablets
- Computers
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The main challenge:
Integration & Compatibility

[spacelink.us]
[nasa.gov]

Your everyday Wi-Fi devices

Specific devices / networks:
(IEEE 802.11 Standard):

- Satellite Communication

- Smartphones - Wireless Sensor Networks

- Tablets
- Computers
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The main challenge:
Integration & Compatibility

[irishmirror.ie]

Your everyday Wi-Fi devices
(IEEE 802.11 Standard):

- Smartphones
- Tablets
- Computers

TAC
UNIVERSITATOSNABRUCK

roud-haus.de

Specific devices / networks:

- Satellite Communication
- Wireless Sensor Networks
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The main challenge:
Integration & Compatibility

[irishmirror.ie]

Your everyday Wi-Fi devices
(IEEE 802.11 Standard):

- Smartphones
- Tablets
- Computers

TAC
UNIVERSITATOSNABRUCK

roud-haus.de

Specific devices / networks:

- Satellite Communication
- Wireless Sensor Networks
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NC Integration:
OSI Stack Restrictions

Application,
Presentation, Session

Application,

Presentation, Session

Transport Layer

Transport Layer

Network Layer

Network Layer

Data Link Layer

Data Link Layer

Physical Layer

oo

Physical Layer

............. I

SYS

88



UNNFRSITAT@ OSNABRUCK

NC Integration:
CRC Error Detection

Application,
Presentation, Session

Application,

Presentation, Session

Transport Layer

Transport Layer

Network Layer

Network Layer

Data Link Layer

Data Link Layer

Physical Layer

oo

Physical Layer

............. I
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“Hello”

NC Integration:
CRC Error Detection

Application,
Presentation, Session

Application,

Presentation, Session

Transport Layer

Transport Layer

Network Layer

Network Layer

Data Link Layer

Data Link Layer

Physical Layer

oo

Physical Layer

............. I
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“Hello”

NC Integration:
CRC Error Detection

\/
Add CRC
parity bits

Application,
Presentation, Session

Application,

Presentation, Session

Transport Layer

Transport Layer

Network Layer

Network Layer

Data Link Layer

Data Link Layer

Physical Layer

oo

Physical Layer

............. I
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“Hello”

NC Integration:
CRC Error Detection

\/
Add CRC
parity bits

Application,
Presentation, Session

Application,

Presentation, Session

Transport Layer

Transport Layer

Network Layer

Network Layer

Data Link Layer

Data Link Layer

Physical Layer

T

0101|01

Physical Layer

............. I

0101|01

SYS
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“Hello”

NC Integration:
CRC Error Detection

\/
Add CRC
parity bits

Application,
Presentation, Session

Application,

Presentation, Session

Transport Layer

Transport Layer

Network Layer

Network Layer

Data Link Layer

Data Link Layer

Physical Layer

T

0101|01

Physical Layer

............. I

0101|01

Check CRC

SYS
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“Hello”

NC Integration:
CRC Error Detection

\/
Add CRC
parity bits

UNNFRSITAT@ OSNABRUCK

Application,
Presentation, Session

Application,

Presentation, Session

Transport Layer

Transport Layer

Network Layer

Network Layer

Data Link Layer

Data Link Layer

Physical Layer

1

0101|01

Physical Layer

0101|01

SYS

“Hello”

Check CRC
OK - Accept Frame
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NC Integration:
CRC Error Detection

l 4

“Hello” Application, Application,
Presentation, Session Presentation, Session
Transport Layer Transport Layer
Network Layer Network Layer
\/
Add CRC | Data Link Layer Data Link Layer
parity bits
Physical Layer Physical Layer
‘ llllllllllll // lllllllllll - r

0101/01 0001/01
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“Hello”

NC Integration:
CRC Error Detection

\/
Add CRC
parity bits

Application,
Presentation, Session

Transport Layer

Network Layer

Data Link Layer

Physical Layer

0101|01

Application,

Presentation, Session

Transport Layer

Network Layer

SYS

Data Link Layer

Physical Layer

0001/01

Check CRC
Fail — Drop Frame

O
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“Hello”

NC Integration:
CRC Error Detection

Add CRC
parity bits

Application,
Presentation, Session

Transport Layer

Application,

Presentation, Session

Network Layer

Transport Layer

Network Layer

SYS

Check CRC
Fail - Drop Frame
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“Hello”

NC Integration:
CRC Error Detection

\/
Add CRC
parity bits

Application,
Presentation, Session

Transport Layer

Application,

Presentation, Session

Network Layer

Transport Layer

Network Layer

SYS

Check CRC
Fail - Drop Frame
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NC Integration:
Maximum Transmission Unit (MTU) & IP Fragmentation

l 4

Application, Application,
Presentation, Session Presentation, Session
I Transport Layer Transport Layer
- \$¢
%oding Idea which adds Network Layer
| overhead to message tf
‘\ (e.g. Subspace Codes, / ink
RLNC Coefficients) r v Data Link Layer
',,. ;,«, st al Layer Physical Layer
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NC Integration:

Maximum Transmission Unit (MTU) & IP Fragmentation

Message I f

MESEERSE JCr)\C/:eorﬂier:]gd éfgsl,igr?:;?%n, Session éfgs"gr?tt;?inc;n, Session
Transport Layer Transport Layer
Network Layer Network Layer
Data Link Layer Data Link Layer
Physical Layer Physical Layer
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+ Coding
Message Overhead

MTU exceeded?
(> 1500 Bytes Ethernet )

NC Integration:

Application,
Presentation, Session

Transport Layer

UNNFRSITAT@ OSNABRUCK

Network Layer

Maximum Transmission Unit (MTU) & IP Fragmentation

Application,

Presentation, Session

Transport Layer

Network Layer

Data Link Layer

Physical Layer

) A

r

Data Link Layer

Physical Layer

46
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NC Integration:

Maximum Transmission Unit (MTU) & IP Fragmentation

Message I f

+ Coding Application, Application,
MESEERSE Overhead Presentation, Session Presentation, Session
Transport Layer Transport Layer
MTU exceeded?
(> 1500 Bytes Ethernet )
~ Fragmentation (h\ Network Layer Network Layer
DA I 1
Data Link Layer Data Link Layer
Physical Layer Physical Layer
vy 't
Message (&

Ove \J 011111

xding 0101]01
rrhead

PN
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NC Integration:

Maximum Transmission Unit (MTU) & IP Fragmentation

Message I f

+ Coding Application, Application,
hiessage Overhead Presentation, Session Presentation, Session
Transport Layer Transport Layer
MTU exceeded?
(> 1500 Bytes Ethernet )
~ Fragmentation (h\ Network Layer Network Layer
YL [}
Data Link Layer Data Link Layer
Physical Layer Physical Layer
c v ¥ I c
+ C + C(
M M
9 ove y 011111 011111 e9989% ove
LT 0101/01 0101/01 LI,
‘rhead H N B N N BN NN B NN B NN S NN S NN NN EEENI ‘rhead
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NC Integration:

Maximum Transmission Unit (MTU) & IP Fragmentation

Message I f

+ Coding Application, Application,
MessagE Overhead Presentation, Session Presentation, Session
Bcoﬂmg d Message
Transport Layer Transport Layer vernea

MTU exceeded?

(> 1500 Bytes Ethernet ) <t\} Reassemble
~ Fragmentation (h/\/ Network Layer Network Layer Fragments
N

Data Link Layer Data Link Layer
Physical Layer Physical Layer
. ¥ o
Message B |
ve y 011111 011111
LT 0101/01 0101/01 LI,
!rhead H N B N N BN NN BN NN S NN S NN SN NSNS NG»

rhead
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NC Integration:

Maximum Transmission Unit (MTU) & IP Fragmentation

Message

+ Coding
Overhead

Application,
Presentation, Session

MTU exceeded?
(> 1500 Bytes Ethernet )

- Fragmentation

Application,

Presentation, Session

SYS

Transport Layer

Transport Layer

(h/\/ Network Layer
N

Network Laye

Data Link Layer

+ Coding
OV Message

<t\} Reassemble
Fragments

Data Link Layer

Physical Layer

Physical Layer

Message G
* o y 011111
xding 0101]01
rrhead
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All Fragments

+
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NC Integration:
Proxy Solution

&
54
ﬁ Application, Application,
2 Presentation, Session Presentation, Session

rosrine | | renions”
network Layer ~ |) | Nework Layer” |
- =y

m
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NC Integration:
Proxy Solution

&
I

(i} Application, Application,
—— Presentation, Session Presentation, Sessior)

| Decoding Proxy U
e

| Encoding Proxy ),
mm 5 2 rygp%yé T/ﬁ{%)@?/
I

DI
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NC Integration:
Proxy Solution

&

. I s

a Application, Application,
= Presentation, Session Presentation, Sessior)

| Encoding Proxy 5, | Decoding Proxy U
e arnt | | vetst

1 8 /;@/% )

’ ' %-/%W

PyNC Proxy

Python-based Network Coding Proxy
using SageMath @

E0JE

m
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Codec Parameterization

File Transfer i @ J

SATCOM Improve QoE
@
a5 N 4G
LrE
Sensor Data Up ( )) Down R
Proxy é Proxy .
Yﬂu JE Encoder 3G/ 4G Decoder
Videostreamin Codec Codec
A~
=
o
WLAN

BroWsing

AT
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Codec Parameterization

Packetsize
Packetrate
Realtime Constrains
Reliabilty Constrains

@

Bandwidth
Loss Rate
Delay

Cost per MB

2N
Sensor Data Up
Proxy
You JC Encoder]
Videostreamin Codec

BroWsing

ﬂ‘
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4G

LrE
( )) Down
é Proxy
3G | 4G Decoder

Codec

Recv.
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Codec Parameterization

Packetsize
Packetrate
Realtime Constrains
Reliabilty Constrains

@

Bandwidth
Loss Rate
Delay

Cost per MB

2N
Sensor Data Up
Proxy
You JC Encoder]
Videostreamin Codec

BroWsing

ﬂ‘
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4G

LrE
( )) Down
é Proxy
3G | 4G Decoder

Codec

Recv.
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Codec Parameterization

Dateneigenschaften relevanter Applikationen

—— Videostreaming Echtzeitanforderung
—— File Transfer
—— Blue Force Tracking A

Freitext

Zuverlassigkeit Inhomogenitat

Paketrate
1.0

0.5

Paketlénge Inhomogenitat

Paketlange

Datenrate

ﬂ‘
UNIVERSITAT o OSNABRUCK

SYS

57
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Dateneigenschaften relevanter Applikationen

—— Videostreaming Echtzeitanforderung  _, oy Decoding Delay
—— File Transfer
—— Blue Force Tracking A

Freitext

Zuverlassigkeit Inhomogenitat

Paketrate
1.0

0.5

Paketlénge Inhomogenitat

Paketlange

Datenrate

ﬂ‘
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Codec Parameterization

Dateneigenschaften relevanter Applikationen
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Approach:
Transparent Network Coding Proxy
Add packet level FEC to correct packet loss

Off-the-shelf
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Lossy Network
(plr, delay)
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a
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Encoder
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Approach:
Transparent Network Coding Proxy
Add packet level FEC to correct packet loss

Off-the-shelf
Receiver

r_1

Encoder
(8,1)

Ol Off-the-shelf
Sender

g1 = a11p1 + ai2p2 + a13ps3
m

_ g2 = a21p1 + Qaap2 + Q23ps
» [ encode
- q3 = 31P1 + 32P2 + A33P3

3

n

T
-
Ll

P3

1 = Q41P1 + QueP2 + Quu3pPs
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Approach:
Transparent Network Coding Proxy
Add packet level FEC to correct packet loss

Off-the-shelf
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Lossy Network
(plr, delay)
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Legacy: Traditional RLNC with pre-padding:

» [ R . 0 = oup + o +onps [T
-
= anp1 + a22p2 + 23p3 _
» [ encode
qIs=@sp + as2p2 + assps _

|Q1| - l'm,ma: =4

_ L=I|p|=4 p = lypaw = 4
n 1= |p1l 1 |p1 | 0ol = Lyvas = 4
» [ Iy = |pa| = 2 padding > »2 P2] = lypaw = 4 _ )
i 43| = tmax =
PS- 33:|p3|:3 D3 ’p3‘=lma:c=4
[71] = lyaz = 4
Pad with O’'s
to length | Redundant
mex Bytes

of longest packet

Equal lengths with less overhead?
- new padding strategy when encoding
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Traditional RLNC with pre-padding:
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» [ encode
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» [ Iy = |pa| = 2 padding > »2 P2] = lypaw = 4 _ )
43| = tmax =
PS- 33:|p3|:3 D3 ’p3‘=lma:c=4
[71] = lyaz = 4
Pad with O’'s
to length | Redundant
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of longest packet

Equal lengths with less overhead?
- new padding strategy when encoding
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Approach 1: Sparse Coding with padding on-demand

Sparse Coding with traditional pre-padding:

q1 = a11p1 + a12p2 + 0p3

i ==

q2 = Op1 + a22p2 + ao3p3
2 [ ] Ip2l=lnee =4 | encode

q3 = az1p1 + 0ps + assps

| =l =

q3| = lmaz =4

1 = q1p1 + cu2p2 + 0p3 _ [r1] = lmaz = 4
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Approach 1: Sparse Coding with padding on-demand

Sparse Coding with traditional pre-padding:

q1 = a11p1 + a1ap2 + Ops Q1| = lmaz =4
i ==

q2 = Op1 + aaapa + a23ps . lg2| = lmaz =4
2 [ ] Ip2l=lnee =4 | encode

q3 = az1p1 + 0ps + assps Q3| = lmaz =4

] sl =l =4
1 = Qa1P1 + cu2p2 + O0ps _ [71] = lmaz =4

With padding on-demand:
Only pad when packet packetisused - | _ =1__(used)

q1 = a11p1 + a12p2 + 0p3

o [ - =1
q2 = Op1 + aa2p2 + aa3p
»2 [ l»=|p2| =2 | encode
q3 = az1p1 + 0p2 + aa3ps

R
r=auptaur 0o [N

gzl =4

I1h[ =4

A
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Approach 2: Size-based Coding with padding on-demand

Order packets ascending by Iength:

v I - = b =lpel =2
& CICEIEEE - =l =3
s :==3 B ==
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Approach 2: Size-based Coding with padding on-demand

Order packets ascending by Iength:

o I - - b = Ipa| =2

pEl bl - o= el =3

s :==3 B ==

Use growing encoding window:

w=1; g1 = [a11p2] + Ops + Op1 -

P2 - lo = ‘pz‘ =92

w=2; g2 = [21p2 + 22p3] + 0p1 -
s == encode

w = 3; g3 = [31p2 + az2ps + qa3p1] _
I -

[
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Approach 2: Size-based Coding with padding on-demand

Order packets ascending by Iength:

pEl bl - o= el =3

s :==3 B ==

Use growing encoding window:

w=1; g1 = [a11p2] + Ops + Op1 -
N R

w=2; g2 = [21p2 + 22p3] + 0p1 -
il =1 =3 encode

w = 3; g3 = [31p2 + az2ps + qa3p1] _ Br=4
I - -

w=3; r1 = [@41p2 + qu2p3 + ousp1] _ Iri| = 4
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Approach 3: Sparse Size-based Coding with padding on-demand

Order packets ascending by Iength:

pEl bl - o= el =3

s :==3 B ==

Use sparse growing encoding window:
w=1; g1 = [a11p2] + Ops + Op1 - [qi| =2

b2 ZQZ 2 =2
- i w=2; g2 = [a21p2 + a22p3] + Op1 - lg2| = 3
o IR
w = 3; g3 = [az1p2 + a32p3 + az3p1] lgs| = 4
- -
w=3; r1 = [a1p2 + vacfs + 0201]- lqe| =3
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Evaluation Setup:
Trace-based Simulation

Lossy Network
(plr, delay)
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Encoder Decoder
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Sender
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Evaluation Setup:

Trace-based Simulation Traditional RLNC with pre-padding

Sparse RLNC with padding-on-demand
Systematic RLNC with pre-padding [paper]
Size-based Coding full density

Size-based Coding with sparsity
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Evaluation Results
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Evaluation Results
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Evaluation Results
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Evaluation Results
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