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M Intfroduction and Motivation

software
- flexible

hardware
- static




8 |ntroduction and Motivation

Handling Software Issues

Build new version
Test / Validate / Verity

Transmit

e Wired or Wireless

Apply
* Full image replacement

 Partial update

O3S

Libs

Apps

Build

!
Valid?

Y

Deployment
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What if the hardware is buggy / deprecated?




Introduction and Motivation

Known Hardware issues

« State cases where HW got deprecated / buggy
« 2011 — SHA deprecation

e HW accelerators in CPUs became useless

e 2011 - Intel Sandy Bridge
* Faulty chipsets [intro1]

« 2018 - Meltdown/Spectre

 Security vulnerabilities in Intel CPUs [intro2]
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3 |ntroduction and Motivation

Handling Hardware Issues

* Microcode update
* Not usual or never happens in the embedded world
« Software update
* SW workaround
* Execution overhead
« Software simulation
* Even more execution overhead
* Recall

* Expensive and inconvenient
It only we could handle HW like we handle SW ...




H Outline

* Update Mechanisms
* Dynamic Software Update
 Partial Logic Reconfiguration




Update Mechanisms

Dynamic Software Update - Overview

= MCSmartOS supports dynamic updates

s nart™

Multi-Core Sustainable modular adept real-time Operating System

= Update Protocol covers HW/SW diversity [sw1]
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Server Device

1: Request Module

<
| Module_lD,IErchitecture, OS_Info,lDPC-1 }

2: Module Requirements

{ Memory , Dependencies }
[ Pluggability Check ]
E( 3: Accept
[ [ { System Meta-information }
Interoperability Check
Linking
Relocation
] 4: Modul :
: Send Module N

{ Binary }

[ Module Installation ]

5: Success
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Dynamic Software Update — Inherent Management Overhead

* Modules management
» Fault-tolerance on module updates

N: Supported Modules

Load Information Module 1

Load Information Module N
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Updc.l-e MeChOnismS N: Sup E)EtfadModules

VirginLI (N bits)

Dynamic Software Update — Inherent Management Overhead VirginMod (N bits)

EmptyMod (N bits)

ValidLI (N bits)

» Fault-tolerance on module updates

Load Information Module 1

Load Information Module N

®

VirginLI =0 | EmptyMod = 0 I
[ Step 1] [ Step 2]
Store Load Information (LI) Store text and data segments
in MI Region. in Base ROM.

»{VirginMod =0 T




Update Mechanisms

Dynamic Software Update — Inherent Management Overhead

= System Startup — Load Modules

Ty

VirginLI (N bits)
VirginMod (N bits)

ValidLI (N bits)

N: Supported Modules

EmptyMod (N bits))

Can the module i be loaded?

Load Information Module 1

Load Information Module N
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Dynamic Software Update — Inherent Management Overhead

* Memory Management

Kernel Space
Code + Read-Only Data

N
N/

= User Space =
O| | Code + Read-Only Data @
@ @
C Kernel Space )
( Kernel Space Data > ( ) User Space
User Space Data SQZ% IKI’]?EFQ']?)?;
. ;e )
_ i
: =

User Space Stack

P < Kernel Space Stack )
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Partial Logic Reconfiguration

* Given: An embedded System based on an
* FPGA board [hw1] running a
¢ RISC-V MCU [hw?2] and an

e MCSmartOS environment.

* Obijective: Support changing ISAs within the OS
and the MCU including a

 consistent APl for development,

e QOS support,

* MCU support, and

* dynamic reconfiguration at runtime.
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B Update Mechanisms

Partial Logic Reconfiguration

100 [...]
101 addi t4, zero, 12
102 cinsi t3, t4, 10
103 [...]

Two Scenarios:
1. CPU knows cinsi
2. CPU doesn’t know cinsi

USER MODE

KERNEL MODE

instruction ;
o= . . ) .
i ¢ illegal instruction exception
! -
\{ conFext switch -
kernel
exception
handling
L T
v context switch

exec emulated

instruction
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Partial Logic Reconfiguration

17

Pipeline

Core

Memories

<

Peripherals

MCU
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* Holistic Update Mechanism



Holistic Update Mechanism
The Concept

* Rebootless process

Transmit partial bitstream

MCSmartOS stores it in the memory

 Whenever a hardware variant is needed, it is loaded and
forwarded to the FPGA

FPGA performs partial reconfiguration

MCSmartOS assumes “HW Modules” management
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Holistic Uj:)do’re Mechanism
“where the hardware goes”
Bitstream e Memories
Memory - < v i
N > . .
UART < = Pipeline
1. load partial bitstreams Soe Peripherals
MCU 1

into memory
(managed by core)

. load partial bitstreams

from memory into

FPGA configuration
(on the fly)

Reconfigurati

Artix7 -FPGA [hw3]




Holistic Update Mechanism

Possibilities

« “Softer” hardware
 Easier/cheaper to optimize/tix/upgrade

* Highly customizable hardware
* |ISA extension/reduction
* Application specific on-chip peripherals

 HW/SW hot swap
 Profiling is key
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Conclusion

SW maintainability >>> HW maintainability

FPGAs > more HW flexibility
* Potential HW maintainability improvent

Open HW architectures 2 more dynamic HW development
Partial logic reconfiguration 2 dynamic HW updates
Challenges / Obstacles

« Expensive FPGAs (money, power, efficiency)
* Lack of “holistic” developers
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Thank you for your attention

EAS

[intro1] https://techreport.com/news/20326/intel-finds-flaw-in-sandy-bridge-chipsets-halts-shipments/

[intro2] https://meltdownattack.com/

[hw1] https://reference.digilentinc.com/reference/programmable-logic/basys-3/start

[hw2] www.risc-v.org

[hw3] https://www.xilinx.com/support/documentation/data_sheets/ds180_7Series_Overview.pdf

[sw1] Batista Ribeiro, Leandro, Fabian Schlager, and Marcel Baunach.
"Towards Automatic SW Integration in Dependable Embedded Systems." EWSN. 2020.
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