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Unprotected DMA

CPU

DRAM
Device

Root Complex

I/0 Buffer

* All PCle Devices have full main memory access via DMA

 Faulty or malicious devices can harm the system
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IOMMU Protection

CPU DRAM
( 1\
Root Complex Device Buffer 1
Device
Device Buffer 2
L J
Virtual Physical
Addressing Addressing
+ The IOMMU puts PCle devices into address spaces
* Numerous benefits, similar to virtual memory for userspace processes
« Unfortunately, it does not solve all security issues
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Attack Vectors

[Confused Device

CPU
Malicious

PCle Device[1]

Root Complex

[Confused Device

Malicious Remote System
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Malicious Devices
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T h u n d e r b 0 I t (Ruytenberg: Thunderspy)

CPU
Malicious

PCle Device Root Complex HDRAM]
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* Apple hardware is not affected

+ Thunderbolt bypasses the IOMMU without the "Kernel DMA Protection”
BIOS Setting (exists since 2019)
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ATS (Markettos et al.: Thunderclap)

Byte 0 | Fmt | Type |R| TC ‘R At R‘L B|E|Attr|ATS| Length

Byte 4 Requester ID Tag ‘ LaSBtIIEDW 1S|t3|gW
Byte 8 Address[63:32]
Byte 12 Address[31:2] ‘ PH

+ Address Translation Services (ATS) allow disabling the IOMMU (Linux
disabled this for "untrusted devices" after 4.20), also: pci=noats

* Thunderbolt bypasses the IOMMU without the "Kernel DMA Protection"
BIOS Setting (exists since 2019)
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S u b page G ra n u Ia rity (Markettos et al.: Thunderclap)

Page Aligned:
Packet Header Binary Exploitation
el > e
Driver — :
Accessible ext_buf [
Internal Packet Data

+ The IOMMU always guarants whole pages

+ Evil Device can impersonate any existing device — attack any driver
* Thunderclap: ACE on FreeBSD, and MacOS (below 10.12.4)

+ Linux "only" leaked data (sk_buf used kmalloc) — SPADE, KASAN
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Malicious VM
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VM Device Sharing using the IOMMU

)

[F VM 1 -\][ VM 2

[I«O». Host
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C ® IOMMU 1 (2) )

Device 1

1. Emulate a virtual device in software

Device 2

2. Map I/0 Buffers for a virtual function (— SR-IOV) directly to the VM
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Et h e r n et F CIOAM (Smolyar et al.: Securing Self-Virtualizing Ethernet Devices)

SR-I0V

VM 1

-
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- Ethernet
iC! Switch }——C_Network

+ Ethernet Flow Control (FC): the VF can send a PAUSE request

+ Ethernet operations, administration and maintenance (Ethernet OAM):
the VF can send a 1link fault — link gets disconnected

+ Affected hardware can't safely use SR-IOV

Hamburg, March 18, 2022
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Pc I e E rro r H a n d I i ng (Khattri et al.: PCle Device Attacks: Beyond DMA)

controls

[CIfUJ
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[Confused Dewce} ---- { Root Complex HDRAM}

+ PCle devices can emit "Uncorrectable Fatal Errors" to the Root Complex
+ The OS might decide to reset the whole link

+ If a VF can trigger these — DOS

+ E.g. Intel 700 Series Ethernet Controllers — CVE-2019-0144
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Malicious Remote System
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ROW h a m m e r (Tatar et al.: Throwhammer)
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* Readr—1andr+ 1 repeatedly — bitflip in i
+ DDR4 Protections can still be broken, DDR5 seems to fare better
+ Software mitigations (like ANVIL) don't detect DMA
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RDMA Networking

Remote System [EEEEEEEEEEEE

+ High bandwidth, low latency, kernel bypass (once established)
* Multiple implementations (RoCE, RoCE v2, iWARP, Infiniband, ...)
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Rowhammer th rough RDMA acarect: thrawhammen

massage

hammer ' ‘
F--=

! hammer
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1. Read memory and observe where bitflips occured
2. Massage memory to move critical pointers into the bitflipped locations

3. Send the same RDMA requests again and hope for the same flips
4. Trigger access to the corrupted locations ~ ACE e.g. on RDMA memcached
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Cache Side-Channel Attacks wumeca: necan

Remote System

(=== = = =

Data Direct 10: applicable for Xeon E5 and E7 v2 processor families
Parts of the L3 cache (LLC) are used for DMA
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Cache Side-Channel Attacks wumeca: necan

Observable timing differences for RDMA reads:

—— Read from Memory
0.014 —— Read from LLC

0.012
0.010

“» 0.008

Density

0.006

0.004

0.002

0.000

1500 1600 1700 1800 1900
Latency (ns)
Measured on a Xeon Silver 4411 using ConnectX-4 Infiniband [3]

Even over RDMA, the faster access times for cached data are observable
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Cache Side-Channel EXplOits wwets: newoan

Machine X

Machine A

isolated oo

(31
+ Covert channel between isolated machines by observing evictions
— 145 KB/s

+ Observing network packet times by locating receive ring buffers
— e.g. SSH keystroke prediction
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Conclusion

+ The PCle Bus should be treated like an untrusted public network.
* DMA Security is a known concern, devices and software are improving.

* Disable Thunderbolt on older hardware

(check for Kernel DMA Protection)

» Replace SR-IOV for the networking of untrusted VMs

(unless DOS is tolerable or Ethernet FC and OAM are filtered out)

* Disallow RDMA for all untrusted sources

(unless ECC DDR4 or DDR5 RAM is used and there is no DDIO)
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