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Hardware Vulnerabilities & Mitigations
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Spectre

⇒ leak of speculatively accessed data
! restriction of speculation

Meltdown

⇒ leak of speculatively accessed kernel data
! Kernel Page Table Isolation (KPTI)

Microarchitectural Data Sampling (MDS)

⇒ sampling of data from shared on-core resources
! disabling Simultaneous Multithreading (SMT),

Core Scheduling
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Energy Overhead Compared to Disabled Mitigations

Mitigations:
all disabled
no pti
no spectre_v1
no spectre_v2
all enabled

Benedict Herzog et al.
”The Price of Meltdown and Spectre: Energy Overhead of Mitigations at Operating System Level.”
In: Proceedings of the 14th European Workshop on Systems Security (EuroSec ’21).



The Price of Spectre and Meltdown Mitigations

Henriette Hofmeier et al. Dynamically Reconfiguring Hardware-Vulnerability Mitigations 3

mat
rix

cp
u (

s-n
g) cp

u

br
an

ch
ca

ch
e

bs
ea

rch mem
ica

ch
e io aio

l
hd

d aio

io 
(s-

ng
)

se
m

clo
ne

ex
ec for

k

sw
itc

h
pip

e
sle

ep

th
re

ad
s

co
nt

ex
t

fu
te

x
dc

cp msg ud
p

sc
tp

so
ck

Benchmark

−20

0

20

40

60

80

100
En

er
gy

 O
ve

rh
ea

d 
[%

]
Energy Overhead Compared to Disabled Mitigations

Mitigations:
all disabled
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all enabled

→ 11 out of 28 benchmarks have an overhead below 5 % 39% 32%

29%
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Mitigations:
all disabled
no pti
no spectre_v1
no spectre_v2
all enabled

→ 8 out of 28 benchmarks have an overhead above 25 %
39% 32%

29%
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Mitigations:
all disabled
no pti
no spectre_v1
no spectre_v2
all enabled

The overhead is highly application-dependent and ranges from ~0 % to 72 %.
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Performance Impact of Mitigating Cross-HT Attacks
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→ disabling SMT incurs high performance penalties of up to 44 %
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Performance Impact of Mitigating Cross-HT Attacks
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→ Core Scheduling reduces performance penalties under high system load



Potential of Customization and Reconfiguration

Henriette Hofmeier et al. Dynamically Reconfiguring Hardware-Vulnerability Mitigations 5

Customization
adapt to application requirements
adapt to current system state
adapt to hardware

Reconfiguration
adapt dynamically at run time
avoid unnecessary overhead

optimize the system’s energy efficiency &
utilize security features for improvements
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Reconfiguration

based on system state and application
requirements
update on any state changes

Kernel Reconfigurability

information on vulnerabilities and
available mitigations
reconfiguration interface
code-patching initiation

App # 1 App # 2 · · · App # n

Service

KernelKernel
Module

Hardware



State of Work
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First Results

extensive evaluation of Spectre and Meltdown mitigations

fully functional reconfiguration implementation
→ minimal performance overhead
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Next Steps

extensive evaluation of Core Scheduling

continuously adapt system to current developments

extension of system to include further mitigations
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