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Logs in Modern Organizations

● TBs of logs daily
● Thousands of 

machines & 
different software

● High complexity
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Logs, Downstream Tasks, Log Parsing
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Log parsing is a critical step



The Good
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● Many log parsing solutions exist, with various algorithmic 
approaches (ML, heuristics, etc.)

● 70% average accuracy for SOTA log parsers; even 99% accuracy

The Bad
The performance of these solutions may have been inflated 
(20% instead of 70%)

The Ugly
Log parsing in real-world scenarios has received too little attention: 
disconnect between research and industry (5% on industry logs)



Main Contributions
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How can we connect industry log parsing and academia?

Our tool: logchimera

What is the performance of log parsing?

Rethinking evaluation methodology



Log Parsing Example
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Evaluating Log Parsing Performance: Goal
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● Performance on publicly available data
● Performance on publicly available data that resemble industry
● Performance on industry data

● Reproducing claimed results
● Scrutinizing results (which led to rethinking metrics)



Evaluating Log Parsing Performance: How
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● 11 log datasets
● 14 methods
● Reproducing claimed results (70% accuracy)
● Scrutinizing previous evaluation & rethinking metrics (20% accuracy)

● Next up, two tables, measurements averaged over 10 runs
● Metrics used: edit-distance and log template accuracy
● For consistency with further experiments, we highlight results for AEL, 

Drain, and IPLoM



Evaluating Log Parsing Performance: Results
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Public data: poor results 
20% accuracy

Even worse, 5% accuracy on industry data Why?



Industry Data Characteristics
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● Industry data is significantly more heterogeneous

No. characters No. words No. log lengths

Highly heterogeneous No such data publicly available!



Connecting Industry Log Parsing to Academia
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● We propose a tool: logchimera

Access to industry-like logs

How?



● We chose a proxy metric for heterogeneity (H)

Estimating log heterogeneity

12/19

● Next, we considered Mixing and Fuzzing

● No established way to estimate H



mod_jk child workerEnv in error state 6
setting hostname to "authorMacBook-Pro.loc"
mod_jk child workerEnv in error state 8
…

Logchimera Experiments: Mixing
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mod_jk child workerEnv in error state 6
mod_jk child workerEnv in error state 7
mod_jk child workerEnv in error state 8
…

Initial 
dataset

Mixed 
dataset

(25% max)

Steps
1. labeling*
2. pre-processing
3. statistical analysis
4. weighing function
5. log replacement
6. consistency check
*optional

More details in the paper.



Logchimera Experiments: Mixing
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What is the performance 
when mixing?

Performance drops 
consistently as logs are 
mixed



Logchimera Experiments: Mixing
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What is the performance 
when mixing?

Performance drops 
consistently as logs are 
mixed

Increased log complexity



Logchimera Experiments: Fuzzing
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mod_jk child workerEnv in error state 6
mod_jk child workerEnv in error state 0xE0074
mod_jk child workerEnv in error state 8
…

mod_jk child workerEnv in error state 6
mod_jk child workerEnv in error state 7
mod_jk child workerEnv in error state 8
…

Initial 
dataset

Fuzzed 
dataset

Steps
1. labeling*
2. pre-processing
3. candidate discovery
4. variable replacement
5. consistency check
*optional

More details in the paper.



Logchimera Experiments: Fuzzing
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What is the performance 
when fuzzing?

Performance drops 
consistently with 
fuzzing

Similar 
performance to 
industry



Logchimera Experiments: Labels vs No Labels
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Does fuzzing & mixing work 
without labels?

Similar to industry, even 
without labels



● Log parsing is a critical process in automated log analysis
● Often times log parsing performance is misleading (70% instead 

of 20%)
● We rethink the evaluation methodology with an emphasis on 

industry: focus on log heterogeneity
● We propose logchimera, a tool to generate industry-like logs
● Open sourced (QR) at https://github.com/spetrescu/logchimera
● Rich potential for future research

Conclusion
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Thanks!

https://github.com/spetrescu/logchimera

