Abstract

Digitalization is nowadays part of every industry and the amount of data that needs processing is
steadily increasing every year with technologies such as the Internet of Things (IoT) and process
automation in production environments. However, it is often not feasible for every individual
company to host their own custom infrastructure, nor is it efficient as their demands are often
heavily fluctuating. Therefore, in the last few years, an increasing amount of applications and
processing in several domains have moved to the so-called cloud. This trend can be seen in the
market size of cloud services which has quadrupled from 2017 to 2024 [1].

Yet, moving data to the cloud opens up vulnerabilities such as phishing attacks which leads to the
data being stolen. Data breaches have increased in the last few years in both severity and associated
costs [2]. Therefore, security demands have risen in the cloud computing field as well. This lead to a
research topic intended to increase general general data security in the cloud, called Confidential
Computing: With this, data is not only protected while in transit from one endpoint to another or
stored on an encrypted hard-drive (i.e., at rest) but also while it is actively processed (i.e, in use) [3].

A company that has made notable effort in this field is AMD who have first released their Secure
Encrypted Virtualization (SEV) technology in their servers in 2017 [4]. Their approach leverages
RAM encryption to protect virtual machines running in the cloud. Over the last few years, their
technology has advanced to also encrypt the corresponding CPU registers with Secure Encrypted
Virtualization - Encrypted State (SEV-ES) [5] and keep encrypted memory consistent with Secure
Encrypted Virtualization - Secure Nested Pages (SEV-SNP) [6].

Another topic relating to cloud computing are Unikernels. There, the operating system kernel is
linked against its application during compile-time, leaving only functionalities that are necessary for
this application integrated. Additionally, the isolation between individual users in the cloud is
increased since each user has their own virtual machine separating them. This makes unikernels
with their small footprint interesting in a field where resources are shared among many entities.

This talk is about combining SEV capabilities and the Hermit unikernel that is developed at RWTH
Aachen Univeristy to increase its security.
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